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I. Background

Fig. 1 Blockchain-based eKYC

Fig. 2 Blockchain-based SSI
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Blockchain-based eKYC is capable of single authentication and 

sharing data among multiple organizations using Blockchain.
SSI model for issuing Verifiable Credentials, the Holder keeps the 

credentials and submits them to the verifier.
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II. Current Problems

Fig. 3 Disclosing All Information
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III. Preliminary Ideas

Fig. 4 eKYC and SSI Integration

IV. System Overview

Fig. 5 SSI empowered eKYC
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V. ZKP Implications

Fig. 7 Present Zero Trust VC for Verification
Fig. 6 Zero Trust VC
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In this Proof of Concept (PoC), we successfully implemented eKYC and zk-SNARKs. SSI is a well-established approach, but it is 

still not included in this PoC. Implementing selective disclosure using zk-SNARKs requires more computational cost to achieve 

higher privacy.

VI. zk-SNARKs Implementation
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Approach of zk-SNARKs:

✓ Convert eKYC data into ASCII and pack into 16 

chunks of 32-bit int (512 bits).

✓ Compute expected hash

✓ SHA-256 h= SHA-256(eKYC[0-7], eKYC[8-15], )

✓ isValid = computed_hash = = expected_hash; 
Fig. 8 zk-SNARKs Implementation for Sample Input
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